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Fundur FA um tolvupostssvindl

9. april 2019
Guodny Hjaltadottir logfr.



Tolvupostssvindl — Business Email
Compromise (BEC)

— pborf a vitundarvakningu

— Azetlad tap & heimsvisu fra arsbyrjun 2015 er 350
milljardar.

— Einkenni: Tolvuprjoétar komast inn i
tolvupostssamskipti adila, kynna sér samskiptasogu
og ordfeeri pess adila sem likja a eftir.

e Greidslufyrirmeeli send a starfsmenn fyrirtaekja ur
raunverulegu netfangi yfirmanns/vidskiptamanns, ur
keimliku netfangi eda spoofed-netfangi.
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BEC — stjornendasvind|

 BEC lysir sér medal annars pannig ad
starfsmadur sem sér vanalega um greidslu
reikninga faer télvupost fra forstjora
fyrirtaekisins eda 60rum yfirmanni par sem
oskad er eftir millifaerslu a einhvern erlendan
reikning.
— Adur kallad stjornendasvindl (CEO Fraud)

e Tolvupostar m.a. aislensku
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Daemi um tolvupdst fra yfirmanni

> e Original Message-----

> From:
> Sent: 2
>To

> Subject: Greidsla
=

> Jon,

>

> er haegt ad flytja € 12900 alpjodleg greidslu idag?
>

>
>
> Sent ar iPhone-inum minum
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Reikningasvind|

* Onnur tegund BEC er reikningasvind| (False
Invoice Scam)
— Algeng pegar fyrirtaeki eiga i vioskiptasambandi vid
erlenda birgja

— Oft um raunverulega reikninga ad raeda en breytt
greidslufyrirmaeli
* Einnig tilhaefulausir reikningar
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Reynslusaga 1

* Framkvaemdastjori fyrirtaekis sendir erlendum
vidskiptavini tolvupodst og minnir a greidslu
reiknings. Tekur fram ad hann verdi fra vinnu a
x-timabili.
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Fra:

Sent: midvikudagur. 20. 16:40
Til:

Efni: payment

Hi

Got your message, | believe there is 15.000 euro outstanding.
Please confirm payment.
| believe there will be a shipment for you next week.

However | will be away from the 22" until the 3 of -
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De:.
Envoyé : jeudi 21 10:39
A:

Objet : SV: payment
Please make the outstanding payment 15.000 euro to our Ireland account attached.
When are you making payment?

Awaits your response.
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Fra: .

Sent: fimmtudagur, 21 10:04

Til:

Efni: .

Hi

We have well noted that new bank details [AIB in Ireland).

Please confirm all future invoices are to paid on this account.

The bank details are being changed in the system and the transfer will be effective in the coming
hours for 15000€.

Thanks.

Best Regards,
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Reynslusaga 2

* Fjarmalastjori fyrirteekis feer sendan reikning,
sem hann bjost vid, fra tengilid sinum hja
erlendu fyrirtaeki. Samid um breyttan
gjalddaga.
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Thursday 11 at 09:36
To:
Ce:

Hi

How are you doing today for the invoice that is due to be paid this month Finance department
informed me they will send me revised invoice with our new company bank account details for
payment has this has been setup already.

will send you revised invoice once i receive it tomorrow.

Thanks for feedback,
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e Leidrétti” reikningurinn barst ur keimliku
netfangi.

— d. Irn ordio Inr

e Eftir stendur 6greiddur reikningur raunverulegs
krofuhafa.

FELAG =.’ATVINNUREKENDA



Reynslusaga 3

* Ungt fyrirtaeki landar erlendri fjarmoégnun.
 Tp. berst ur netfangi nys, erlends framkvst;j. til
fjarmalastjora um millifaerslu inn a erlendan

reikning

o — Fjarmalastjori bidur framkvstj. ad hringja =
framkvstj. segist vera fastur a fundi 2 i
millitidinni hringir raunverulegur framkvstj.
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Réttarstada

e Gagnvart tolvuprjotum:

— Vardar vio 248. gr. alm. hgl. —fjarsvik: blekkingum
beitt til ad svikja fé.

— Brotin framin a internetinu = porf a alpjédlegri
samvinnul.

— Yfirleitt tapad fé - likur a endurheimt litlar.
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Réttarstada

e Gagnvart raunverulegum vidskiptamanni

— Engar sérreglur

* almennar reglur krofuréttarins og hugsanlega
skadabotaréttarins

— Efndastadur krofu hja krofuhafa - greidanda ber ad
koma greidslu til kr6fuhafa nema um annad samid

— Samningur SP um alpjodleg lausafjarkaup (CISG)

e 53.gr.: ,Kaupandi verdur ad greida kaupverd vérunnar og
taka vid henni samkvaemt akvaedum samningsins og
sattmalanum.”

— Krofuhafi getur breytt einhlida greidslufyrirmaelum
* Ur hvada netfangi komu greidslufyrirmaelin?

— Hvernig var netoryggismalum viokomandi adila hattad?
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Takk fyrir



